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Destination Control Statement

Technical data contained in this publication may be subject to the export control laws of the United States of America. Disclosure to nationals of other countries
contrary to United States law is prohibited. It is the reader’s responsibility to determine the applicable regulations and to comply with them.

Disclaimer

THIS DOCUMENTATION AND ALL INFORMATION CONTAINED HEREIN (“MATERIAL”) IS PROVIDED FOR GENERAL INFORMATION PURPOSES ONLY. RUCKUS
AND ITS LICENSORS MAKE NO WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, WITH REGARD TO THE MATERIAL, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT AND FITNESS FOR A PARTICULAR PURPOSE, OR THAT THE MATERIAL IS ERROR-FREE,
ACCURATE OR RELIABLE. RUCKUS RESERVES THE RIGHT TO MAKE CHANGES OR UPDATES TO THE MATERIAL AT ANY TIME.

Limitation of Liability

IN NO EVENT, SHALL RUCKUS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL OR CONSEQUENTIAL DAMAGES, OR DAMAGES FOR LOSS OF
PROFITS, REVENUE, DATA OR USE, INCURRED BY YOU OR ANY THIRD PARTY, WHETHER IN AN ACTION IN CONTRACT OR TORT, ARISING FROM YOUR
ACCESS TO, OR USE OF, THE MATERIAL.

Trademarks

Ruckus Wireless is a trademark of Ruckus Wireless, Inc. in the United States and other countries. All other product or company names may be trademarks of their
respective owners.
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Overview

This document provides a step-by-step guide for purchasing and installing a WWW server certificate in Cloudpath.

Cloudpath has an onboard Certificate Authority (CA) that can issue a server certificate to the onboard Radius Server and also issue client certificates for
enrolling clients. After a client certificate has been issued, all client onboarding authentications take place using this client certificate. However, these certificates,
which are used in the client enrollment/onboarding process and are separate and distinct from the WWW Certificate required for secure HTTPS access.

For secure HTTPS access to Cloudpath, it also requires a WWW Server Certificate (aka SSL Certificate). This certificate prevents any client 404 errors caused
due to lack of trust when clients access Cloudpath as a part of the enrollment process.

This document addresses this latter WWW or SSL Certificate mentioned above. The Cloudpath system can be configured prior to the WWW server certificate
being installed, but the WWW Certificate should be installed before attempting to enroll end-users. A few items about this WWW Server Certificate:

1. The WWW certificate may be a wildcard certificate (¥.company.com) or a named certificate (test.company.com).

2. The WWW certificate must match the DNS name used by the end-users to enroll.

3.  To request a WWW certificate, you may need to provide a Certificate Signing Request (CSR). As explained later, the CSR can be generated and
downloaded from Cloudpath after the system is set up.

Cloudpath Without a WWW Server Certificate

Cloudpath can be setup without the SSL certificate. However, as shown below, accessing it produces the following security warnings and an opportunity to
generate a Certificate Signing Request (CSR)
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Purchasing a WWW Certificate

As mentioned above, the WWW Server Certificate for Cloudpath can be a wildcard certificate (*.company.com) or a named certificate (test.company.com).
Certificates for varying durations (for example 1/2/3 years) can be purchased from any number of Certificate Authorities. Examples include GoDaddy,
DigiCert, StartSSL, etc. The website for each CA clearly details the procedure for applying and obtaining such a certificate. In general, the following is required:

1. Hostname or Domain Name (test.company.com or *.company.com)

2. Updated WHOIS record with the correct company name, address, contact information, etc. Usually, the order fulfillment email containing the certificate
is emailed to the contact on record.

3. Certificate Signing Request (generated by Cloudpath, see below)

Usually such a certificate is obtained in a few hours after submission of the request and the appropriate payment.
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Generating Certificate Signing Request (CSR)

Cloudpath can generate a hostname CSR as shown below. This CSR can be generated from the initial browsing to an insecure installation or from Administration-
>System->System Services->Web Server->Upload WWW Certificate.
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Skip for now.
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Create CSR for HTTPS = Back

The fizlds bedow will be induded in the centificate signing request (TSR} Some onpanizations have sirict reguirements for the values reguired in
Lzaving fields blank Is ok

Descriptive Fields

The foloming fekds &re incuded in the certificate to identify the omner. These fields are not modifiable, so Be careful with speling.

Comemeon Nama: | doudpath.ruckuswineless, cam =
Organication: | fuckys Winsless
Organizational URit: | Tachaial Marketing
Email Address: | deppak.sant@rockuswirslegs oom
Locality: | Pleasanion
State: | Ca

Country: U5

Advanced Fields
Tha foloming fuids arw narmaly not changed,

Subject Alternative Names:
Tithe:
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Key Length: 2098
Cloudpath Ruckus EDU team
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Wama Date Modified
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VeER_REETITY day, 9:18 AM
Enjoy_Visit_2017-02-03.ics Jan 24, 2017, 2=36 PM
VAR Sales Enablemant Workshop Agendas.docx an 19, 2017, 9:15 AM

The CSR is a *.csr file (found in the browser downloads folder) which is then submitted to the CA.
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Uploading the WWW Certificate

Cloudpath supports Web Server certificates in the P12 format, password protected P12 or one can upload the individual certificate components: the public key,
chain and private key or password protected private key. As shown below, the WWW certificate can be uploaded in Administration->System->System

Services->Web Server->Upload WWW Certificate.

System Services

+ Dashbonard
v Comgonent: Web Server
+ Configuration
Web Server Status: {J Running (0)
+ Sponsorship
Using MTTPS: Yes, ports 80 and 443
» Certificate Authority Ports: B0 anat 443
= Administration Versiea: 5.0.3302
Actionsi Restart Aso

Adménistrators

Corfigure adminksyon: o
02 privieges

Web Server Certificate
Common Nama: * ruccuswinehess com Reepiiy

Issuer Name! Go Doddy Secure Certficate Authority - G2

Validity: 20140414 through 20150303

Systern Senvioes

Rapboation Action: Bksa WHW Cerslicane Dudets WWW Catficate
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Generate a Certificate Signing Request (CSR)

Select this cption to generate a CSR, which can be sent to a certificate suthority to issue 3 WWW servey
certificate back, &t can be uplooded

© Upload the WWW Certificate
If you have t centificate avaiable to uplcad.

Skin for now.
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Cloudpath ES | fuckus EDU team

(Cﬁg;oth PSRy

Upload WWW Certificate
P12 Upload
You may uplaad & saveer cactfiorie 0 212 farmet. To da 89, you Must also specty the passward If 126 DI 2 Is pessworg protectnd

P12 File:
Choose File  No Sle chosen

P12 Password:

Or PEM Uplond

172 plZ Me s not avaladle, you May UDSE the NaM O Components of the certificate, Al fles must be n PEM (Base6d) format. |
protected, specfy the sessword too. If the private lory s rot cessword-grotected, leave the pastwornd ek

Pubine PEM):
Key { ) Choose Rle  No Sle chosen

Chaim (PEM or P7b);
Chocse Fie  No Sle chasen

Additicnal Chain (Optional):

Choose Fle  No Sle chosen

Adaitional Chain (Optional): -
Choose Fie  No fle crosen

Private Key Scwrce: Certficate & Based on the downloaded CSIL§

Verification

Once the certificate has been applied, secure HTTPS access is possible as shown below.

i Secure

https:/icloudpath.ruckuswireless.com/admin
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About Ruckus

Headquartered in Sunnyvale, CA, Ruckus Wireless, Inc. is a global supplier of advanced wireless systems for the rapidly expanding mobile Internet infrastructure
market. The company offers a wide range of indoor and outdoor “Smart Wi-Fi” products to mobile carriers, broadband service providers, and corporate
enterprises, and has over 36,000 end-customers worldwide. Ruckus technology addresses Wi-Fi capacity and coverage challenges caused by the ever-
increasing amount of traffic on wireless networks due to accelerated adoption of mobile devices such as smartphones and tablets. Ruckus invented and has
patented state-of-the-art wireless voice, video, and data technology innovations, such as adaptive antenna arrays that extend signal range, increase client data
rates, and avoid interference, providing consistent and reliable distribution of delay-sensitive multimedia content and services over standard 802.11 Wi-Fi. For
more information, visit http://www.ruckuswireless.com.

Ruckus and Ruckus Wireless are trademarks of Ruckus Wireless, Inc. in the United States and other countries.
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